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CHAPTER 1

Introduction

This chapter represents:

e QOverview
e Pre-Requisites

e Accessing the Data Connectors

VERITAS



Third-Party Connectors | User Guide
Introduction

Overview

Microsoft 365 lets administrators import and archive third-party data from social media platforms,
instant messaging platforms, and document collaboration platforms, to mailboxes in your Microsoft
365 organization.

Pre-Requisites

Many of the implementation steps, required to archive Reuters Dealing data are external to
Microsoft 365 and must be completed before you can create the connector in the compliance
center.

e CreateaMergelaccount by accepting their terms and conditions for Reuters Dealing
connector. Here you will need to contact Veritas Customer Support. You will signinto

this account when you create the connector.

e The user, who creates the Reuters Dealing connectorin Step 1 (and completes it in Step
3) on the Microsoft site, must be assigned tothe Mailbox Import Export role in
Exchange Online. This role is required to add connectors on the Data connectors pagein
the Microsoft 365 compliance center. By default, this role is not assignedtoa role group
in Exchange Online. You can add the Mailbox Import Export role to the Organization
Management role group in Exchange Online. Or you can create a role group, assignthe
Mailbox Import Export role, and then add the appropriate users as members. For more
information, see the Create role groups or Modify role groups sections in the article

“Manage role groups in Exchange Online”.


https://www.veritas.com/content/support/en_US
https://docs.microsoft.com/Exchange/permissions-exo/role-groups#create-role-groups
https://docs.microsoft.com/Exchange/permissions-exo/role-groups#modify-role-groups
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Accessingthe Data Connectors

To access the Data Connectors, follow the steps below:

1. Goto https://compliance.microsoft.com web page.

Microsoft 365 compliance

Home Home

Compliance Manager .

Data classification
Data connectors

Alerts

X B T & 1 2

Reports

It

Policies

€, Permissions

Solutions

B Catalog

b Settings

@ More resources

& Customize navigation

Welcome to the
Microsoft 365
compliance center

Intro Next steps Give feedback

Welcome to the Microsoft 365 compliance center, your
home for managing compliance needs using integrated
solutions for information protection, information
governance, insider risk management, discovery, and
more. Learn more about the Microsoft 365 compliance
center

Next Clgse
@ Need help? [ Givefeedback |8

2. NavigatetoData Connectors. You will be presented with the Overview section of the Data

Connectors.

Microsoft 365 compliance

Home Data connectors

Compliance Manager
Overview  Connectors

Data classification

Alerts

@
@
@
| & Data connectors
A
2

Reports
Connect to your data

sources

Policies

It

Q, Permissions
Connectors help you connect your
important data sources to your

Solutions compliance solutions. Learn more

B Ccatalog

23 Settings

@ More resources

& Customize navigation

3. Gotothe Connectors tab.

(@ Don't see the connector you're looking for? Leave feedback letting us know what connector you need.

42items 1= Group v Filter O Search

Android Archiver
By TeleMessage

A lightweight agent runs in the background and records all
Android messages and/or calls and uploads them to be archived
in Microsoft 365.

View

AT&T SMS/MMS Networ i
By TeleMessage @ Need help? 2 Give feedback .

4. Clickthe Add new connector button. A pop-up list of connectors will open.


https://compliance.microsoft.com/

Solu

R

&

Microsoft 365 compliance

Home

Compliance Manager
Data classification
Data connectors
Alerts

Reports

Policies

Permissions

tions

Catalog

Settings

More resources

Customize navigation
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Data connec

Overview  Connecto

~+ Add a connector

Instant Bloomberg

Jive

LinkedIn company pages

MS SQL Database Importer

02 SMS and Voice Network Archiver

Physical badging (preview)

P Search

Loading...
Pivot

Redltail Speak

Reuters Dealing

Reuters Eikon

Reuters FX

Salesforce Chatter
ServiceNow

Slack eDiscovery

Symphony

TELUS SMS Network Archiver

Text-Delimited L

~ ® Need help? = Give feedback g

Toaibbas fncosiod

Select the Reuters Dealing from the list. For more details on how to set up the connector
see SETTING UP REUTERS DEALING.




\ CHAPTER 2

Setting Up Reuters Dealing

This chapter represents:

e Qverview
e Terms of Service
e Connector Name

e Connection to Source
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Overview

To set up anew Reuters Dealing connector, you need to complete the following steps:

e Terms of service

e Connector name

e Connection to source
e User mapping

e Review.

Terms of Service

For terms of service, read the terms carefullyand accept them by clicking the Accept button.

Microsoft 365 compliance

Data connectors > New Reuters Dealing connector

@ Home
@  Compliance Manager . -
@ Terms of service TermS of service
<2 Data dassification |
I T (rn cseE O Connector name Preview Terms
| If this service is designated as
A Alerts "Preview," it is subject to the Preview
O Connection to source terms set forth in the Online Service
I~ Reports | Terms. Microsoft makes no
commitments about the functionality,
= Policies Q User mapping accuracy, or quality of any
| Connectors (defined below) during
@ Permissions O Review the Preview period. We do not
recommend using Preview
St Connectors for production purposes,
as data may be lost, deleted, or
B Catalog corrupted.
Microsoft Connector Terms of
& Settings Service
These Microsoft Connector Terms of
@ More resources Camrica MTarme™  Avelain ae ~nd e

Cancel
¢ Customize navigation m ® Need help? 1 Give feedback v
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ConnectorName

To create a connector, define a unique name that can represent or identify the connector:

Microsoft 365 compliance

Home
Compliance Manager

Data classification

o

>4

Lo}

IE—P Data connectors
A Alerts

[

Reports

%

Policies

L

Permissions

Solutions

H Ccatalog

s Settings

@ More resources

& Customize navigation

Data connectors > New Reuters Dealing connector

Terms of service

Name your connector

Connector name See the step-by-step instructions to
help you set up a connector of
Reuters Dealing.

Enter a unique name for this

©
|
[ J
|
O Connection to source
|
O
|
O

. connector.
User mapping
Name *
Review Enter a unique name for this connector

Back Next © |
acl e Sl O Need help? [21 Give feedback (4

Click Next, to be navigatedto the Sign in to your Veritas Technologies account page.

Microsoft 365 compliance

@ Home
@ Compliance Manager
<> Data dassification
I I® Data connectors
A Alerts
b~ Reports
= Ppolicies

Q Permissions

Solutions

B catalog

B2 Settings

@ More resources

¢ Customize navigation

Data connectors > New Reuters Dealing connector

Terms of service

Sign in to your Veritas
Connector name Technologies account

9
[

| To connect to your Reuters Dealing
@ Connection to source data, complete the steps in the

| Veritas Technologies Reuters Dealing
O

o

connection wizard.
User mapping

Sign into Veritas Technologies

When you sign into your Veritas
Technologies account, you'll leave the
Microsoft 365 compliance center and
be directed to a Veritas Technologies
site.

Review

If your organization doesn’t have an
account with Veritas Technologies,
sian up for an account or use this

Back Next G |
ac © ance @ Need help? =1 Give feedback v

By clicking Next, you will be redirected to the Veritas Mergelsite. For more details on how to

manage the source connection, see Connection to Source.

10
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Connectionto Source

Use the Login screento access Mergel or retrieve a forgotten password.
@ Mergel

SIGN IN TO THE MERGE1
PORTAL

Email or Username ‘

Password L

Keep me signed in Forgot Password ?

Reuters Dealing uses a role-based access control model to ensure the security of the data storedin
the system. Only users with the appropriate access rights will be able to enter the system, access

specific data, and perform certainactivities.

Signing In
Tosignin to Mergel provide the following credentials:

e Emailand Username

e Password.

Password Recovery

The system s designed to provide the functionality of retrieving user passwordin case of forgetting
or for some other reason. Passwords are retrieved through the identification link sent to the user’s
email address containedin the user profile. When a user clicks the link in the email, user’s identity
will be verified, and an opportunity for defining new password will be provided.

To recover the password, follow the steps below:

1. Click the Forgot Password linkin the Sign in window.

11
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2. Provide an emailassociate withthe Mergel account so that the recovery link is sent to this

address.

@ Merge1

p FORGOT PASSWORD

We will send you a link to reset your password

E-mail

Back to Login

RESET PASSWORD

3. Check your email and click the recovery link.

4. Provide anew passwordand re-enter it for verification.

@ Mergel

p RESET YOUR PASSWORD

Please complete the following

New Password

Re-type

Back to Login

RESET PASSWORD

12
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Creatingan Account

If you are new to Mergel and do not have anaccount:

1. Requesta call from Veritas Technologies by filling out the following information:

e Email Address
e Country

e First Name

e LastName

e Company

e Phone Number

VERITAS

*Reguired Fiel

Microsoft Connectors

Please fill out this form to
be contacted promptly.

Mergel

Email Address®
Country*

lease Select
First Name *

Last Name *

Comparny *

inancial messaging platforms, file:

2T Microsoft

2. Click Submit formand a Veritas Sales Representative will follow up withyou by phone or e-
mail.

3. After getting approvalyou can make use of Reuters Dealing from the Mergel product.

Now, when you are redirected to the Veritas Mergel page, you can start configuring the Reuters

Dealing connector. For more details on how to configure the connector, see CONFIGURING THE
REUTERS DEALING CONNECTOR.

13
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Configuring the Reuters
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Source

FTP Configurations

Mergel retrieves data from Reuters Dealing FTP and stores it in the Import Folder for processing.

Corrupt files are moved to the Quarantine Folder. The Download files from FTP checkbox is enabled
to get data from Reuters Dealing through FTP.

CONFIGURATION WIZARD

MONITORED USERS TARGETS SETTINGS

Please provide your Reuters configuration data so that Merge1 can access your Reuters data.
FILE SOURCE
e P

FTP CONFIGURATION

CONNECTION
Host * Port* 22

Path *

Use Security

AUTHENTICATION
#| Anonymous Access

Username *

TEST CONNECTION
Password *

Part1

15
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FILE FILTER

FILTER BY TIME

®  None
Only download files modified withinthe last: 1 days

Only download files modified:

Server Time Zone

OPTIONS

Maintain history of downloaded file for 5 days (0 = infinite)

Download subdirectories recursively

Delete files an server after downloading

MISC SETTINGS

Files to import: e.g.: *.txt| *.xml (separated by vertical bars)*

Part2
It includes the following:

1. Connection -Enter the hostname of the remote FTP server and the folder path in the Host
and Path text boxes, respectively. The default port is 22. Choose the AutoActive connection
type from the Connection Type drop-down list. The information about the connection type
should be provided by the FTP host. If you wish to use FTP over SSL, select Use Security
check box and choose connection method: Implicit SSL, Explicit SSL or SSH.

2. Authentication - Toauthenticate an FTP connection, enter the appropriate information in
the Username and Password text boxes, respectively. To enable anonymous FTP
connections, select the AnonymousAccess check box, which is the default setting.

3. File Filter - Exclude file types. A wildcard can be used to denote the file types to be included
or excluded. Eachtype of filter is separated by the vertical pipe character |. For example:
* tar.gz | “.txt.

4. Filter by Time - Separate the data by time.
e None- If this option is selected, the data is not filtered by time.

e Only download files modified within the last X days - When this option is selected, only
the data modifies within the mentioned days will be downloaded.

16
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e Only download files modified earlier than/later than - When this option is selected,
only the data modified earlier than or later than the mentioned date will be

downloaded. Both options can be selected simultaneously to choose a period.

e ServerTime Zone - Specifies the time zone in which the FTP serveris to correctly
determine the timestamp of downloadable files.

5. Options

e Maintain history of downloadedfile for X days (0 = infinitive) - This sets how many
days the history of downloaded files will remain. If the number of days is setto0, the

history is maintained forever.

e Download subdirectories recursively - If checked, files from the subdirectories of
mentioned path will be downloaded too.

o Delete files on server after downloading - If checked, the files downloaded will be
deleted from the server.

Miscellaneous Settings

If you want to import specific files or filetypes, note them in the Files to import field. You can
separate eachfile or filetype witha vertical bar I. Simply write the name of the file (e.g.
delimited.txt) or use wildcards to import the whole filetype (ex. *.txt | *.xml).

By clicking Next, you will be navigatedto the Monitored Users tab.
Note that Monitored Users tabis not applicable for this connector.

By clicking Skip, you will be navigatedto the Targetstab of the Configuration Wizard.

17
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Targets

The information required for configuration of the targets is pre-populated on this screen. This
information cannot be edited.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS TARGETS SETTINGS

Please provide your M365 Ingestion Service configuration so that Merge1 can deliver your data.

Target Name * M365 Ingestion Target (301, Target Type M365 Ingestion Service

AUTHORIZATION

Tenant ID 74a05e7 c-a8e5-4546-9f00-16

MS Job ID 74a05e7c-a8e5-4546-9f00-16

BACK NEXT

By clicking Next, you will be navigatedto the Settingstab.

Settings

The final step for the Importer Configuration Wizard is the Settings. Under this tabyou will have the
opportunity to configure the following:

e Reporting & Message Tracking

e Alerting.

Reporting & Message Tracking

The following section of the Settings tab refers to email reports, which may be used to deliver

statistical information via email.

18
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1. ReportLevel:InMergelyou will find three types of Report Level, which set the level of
details. You can:

e Generate Summary Report Only. Summary reports include Source Statistics and
Message Statistics. Source Statistics includes the number of unprocessed, quarantined,
failed, and imported sources. Message Statisticsincludes the number of unprocessed,
failed, successful, excluded, and ignored messages.

e Generate Per-Source and Summary Report. This report type in addition to the
Summary Report includes statistics for eachsource. For eachsource thereis statistics
for unprocessed, processed, imported, failed, monitored users (if applicable).

e Generate Per-Message, Per-Source and Summary Report. This report is useful only for
file connectors. The per message report in addition to the reports described above is
generated only in case a message has failed.

Reports are based on the activities that can be captured from the connectors.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS TARGETS m

Please tell us how you want Merge1 to operate

REPORTING & MESSAGE TRACKING —

REPORT LEVEL
® Generate Summary Report Only
Generate Per-Source and Summary Report

Generate Per-Message, Per-Source and Summary Report

Message Subject ~ Merge! importer Report
SEND TEST EMAIL

Recipient Email ~ admin@mergel.com

ALERTING +

Back m

2. Message Subject: Enter the subject for the report message.

3. Recipient Email: Enter an email address for delivering reports.

19
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Alerting

Mergel can automaticallycreate analertin case there areissues during an import process.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS TARGETS m

Please tell us how you want Merge1 to operate

REPORTING & MESSAGE TRACKING +

ALERTING -—

« ENABLE ALERTING

ALERTING LEVEL
®  Error

Warning

Buffer Size 200

Recipient Email  admin@mergei.com SEND TEST EMAIL

sack m

When enabled, there are two levels of alerting:

e Error- Alert is sent when an Error is registeredinthe logs.

e Warning -Alert is sent when a Warning is registeredinthe logs.

To configure the alerting, specify the Buffer Size.
You can alsotest the connection by entering the Recipient Email. Click Send Test Email.

By clicking Save & Finish you will be navigatedto the User Mapping section of the M365 Compliance
Center.

20
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User Mapping

Provide the required user mapping.

Microsoft 365 compliance

Data connectors » New Reuters Dealing connector

Home

Compliance Manager

P Tomsofsonte Map Reuters Dealing users to
© Connector name Microsoft 365 users

Data classification

Map your organization’s Reuters

o

2

fe)

IE—P Data connectors
A Alerts

[

Reuters Dealing items include a
Review property called email, which
contains email addresses for
users in your organization. If the
connector can associate this
R Catalog address with a Microsoft 365
user, the items are imported to
that user's mailbox

@ Connection to source Dealing users to their corresponding
Reports | Microsoft 365 account.
35 Policies T User mapping Enable automatic user mapping
O

€, Permissions

Solutions

£ Settings

@ More resources

Back Next Cancel
& Customize navigation @ Need help? [E Give feedback v

By clicking Next, you will be navigatedto the Review section.

21
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Here you can review connector name that you configured and the type of the User Mapping you

have selected. Once you have reviewed the accuracy of this information, click the Finish button to

complete the configuration. Otherwise, click Back and make any modifications.

Microsoft 365 compliance

Data connectors > New Reuters Dealing connector

@ Home

Compliance Manager .
2 P 9 Terms of service

<> Data dassification
Connector name

I &¥  Data connectors Name

Connection to source
b~ Reports

User mapping

= Ppolicies email

9
I
]
A Alerts l
I
o
Q Permissions l

Review

Solutions

B catalog

fer] Settings
@ More resources

Back
¢ Customize navigation

Congratulations! Youare all set up!

Microsoft 365 compliance

Review and finish

ReutersDealing

User mapping
Automatic user mapping property:

© |
m ance @ Need help? =1 Give feedback v

Data connectors > New Reuters Dealing connector

Home
Compliance Manager

Data classification

Alerts
° Connection to source

@
o4
fe)}
| 1®  Data connectors
A
2

@ Terms ofsenice @ Your connector was added
@ Connector name An import job has been created.

‘Connector job ID
641910fe-28c8-41c7-9dfc-

Reports 3763dd714adg

= Policies @ User mapping
=

Permissions .
Q @ Review
Solutions

B Catalog

82 Settings

@ More resources

& Customize navigation

® Need help? =1 Give feedback N
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